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• Admin & hacking toolkit for Azure AD & Microsoft 365

• Open source:

• https://github.com/gerenios/aadinternals

• https://aadinternals.com/aadinternals

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/

AADInternals

@DrAzureAD

https://github.com/gerenios/aadinternals
https://aadinternals.com/aadinternals
https://attack.mitre.org/software/S0677/
https://twitter.com/DrAzureAD


• Understand the role of tokens

• Understand the Azure AD OAuth implementation

• Have the skills to start analyzing tokens usage

• Understand the basic attack scenarios

Learning goals



• How does the cloud work?

• Bearer tokens

• JSON Web Token (JWT)

• Azure AD token types

• What's inside a refresh token?

• FOCI

• Attack scenarios
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How does the 
cloud work



How the cloud works? 1/2

1.Clients

2.Authentication

3.APIs

Provisioning API

MS Graph API

MS xxx API

OIDC/OAuth2

PS C:>

Azure AD

Microsoft 365
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Source: Secureworks

Identity provider

Service provider(s)



How the cloud works? 2/2

• Identity provider (Azure AD)

• Knows about the client & user what is told to it (proof of 
identity!)

• Service provider (Azure AD, Azure, M365, etc.)

• Trusts identity provider

• Only does what client tells it to do

• Knows about the client & user what identity provider tells it 
(claims in bearer token)



Proof of identity

Proof of identity User Device App/client

Username + password (ROPC) X X

Authenticator X

FIDO2 X

Kerberos ticket (Seamless SSO) X

SAML token (federated identity) X

Primary Refresh Token (PRT) X X

Refresh token X (X)

Windows Hello for Business X X

Certificate X X X

@DrAzureAD

https://twitter.com/DrAzureAD


• Hit F12 and browse to:

• https://www.office.com

• https://portal.azure.com

• Can you see any tokens?

• What form of proof-of-identity you used?

Exercise

https://www.office.com/
https://portal.azure.com/


Bearer tokens



• “A security token with the property that any party in 

possession of the token (a "bearer") can use the 

token in any way that any other party in possession 

of it can.  Using a bearer token does not require a 

bearer to prove possession of cryptographic key 

material (proof-of-possession)”

• “a string representing an access authorization 

issued to the client”

Bearer tokens 1/2

https://datatracker.ietf.org/doc/html/rfc6750

https://datatracker.ietf.org/doc/html/rfc6750


• Predominant type of access token with OAuth 2.0

• An opaque string, not intended to have any meaning 

to client using it

• Can be basically any string

• Could be JSON Web Token (JWT)

• Sent in “Authorization” header:

GET /resource HTTP/1.1

Host: server.example.com

Authorization: Bearer mF_9.B5f-4.1JqM

Bearer tokens 2/2



• Identity provider (Azure AD)

• Authorization Server

• Service provider (Azure AD, Azure, M365, etc.)

• Resource Server

• User (member, guest)

• Resource Owner

• Application

• OAuth Client

OAuth terminology

https://datatracker.ietf.org/doc/html/rfc6750

https://datatracker.ietf.org/doc/html/rfc6750


OAuth 2.0 authorization flow

Resource 

Owner

Access resource

with token

Authorise & return 

bearer token

1
Use client

Authenticate & 

request access

3

Resource

Server

Authorisation 

Server

OAuth

Client
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Cobb, Ryan, Larcher-Gore, Anthony, & Syynimaa, Nestori. (2022). Family Matters: Abusing Family Refresh Tokens to 
gain Unauthorised Access To Microsoft Cloud Services - Exploratory Study of Azure Active Directory Family of 
Client IDs. Paper presented at the ICEIS - 24th International Conference on Enterprise Information Systems. 



• Which Authorization Server you could see being 

used?

• Which Resource Servers you could trace?

• Which was the most used one?

Exercise



JSON Web Token (JWT)



• Compact claims presentation format

https://datatracker.ietf.org/doc/html/rfc7519

• Two implementations:

• JSON Web Signature (JWS)

• JSON Web Encryption (JWE)

JSON* Web Token (JWT)

https://medium.facilelogin.com/jwt-jws-and-jwe-for-not-so-dummies-b63310d201a3

*) JavaScript Object Notation

https://datatracker.ietf.org/doc/html/rfc7519
https://medium.facilelogin.com/jwt-jws-and-jwe-for-not-so-dummies-b63310d201a3


• Used in Azure AD for Access & Id tokens

• Three parts

• JOSE (Javascript Object Signing and Encryption) Header

• Payload (usually claims set as JSON)

• Signature (optional)

JSON Web Signature (JWS)

B64(UTF8(JOSE Header)) B64(Payload) B64(Signature)
. .

https://www.rfc-editor.org/rfc/rfc7515.html

https://www.rfc-editor.org/rfc/rfc7515.html


Typical Azure AD Access Token JOSE Header

{
"typ": "JWT",
"alg": "RS256",
"x5t": "jS1Xo1OWDj_52vbwGNgvQO2VzMc",
"kid": "jS1Xo1OWDj_52vbwGNgvQO2VzMc"

} 

Value Description

typ Type of the token

alg Signing algorithm. 

RS256 = RSA-SHA256 (asymmetric)

HS256 = HMAC-SHA256 (symmetric)

none = 😈

x5t X.509 certificate SHA-1 thumbprint

kid Key ID



Typical Azure AD Access Token payload [redacted]

{
"aud": "https://outlook.office365.com",
"iss": "https://sts.windows.net/c5ff949d-2696-4b68-9e13-055f19ed2d51/",
"exp": 1646991788,
"appid": "d3590ed6-52b3-4102-aeff-aad2292ab01c",
"oid": "47bd560e-fd5e-42c5-b51b-ce963892805f",
"scp": "user_impersonation",
"tid": "c5ff949d-2696-4b68-9e13-055f19ed2d51",
"upn": “user@company.com",

} 

Value Description

aud Audience (resource server)

iss Issuer or the token (authorization server) 

scp Scope (API)



Validating Azure AD JWS (alg = RS256)

1. Get OpenId configuration:

<iss>/.well-known/openid-configuration

2. Get list of keys from jwks_uri

https://login.windows.net/common/discovery/keys

3. Get the public key or certificate and check the signature
{

"kty": "RSA",
"use": "sig",
"kid": "jS1Xo1OWDj_52vbwGNgvQO2VzMc",
"x5t": "jS1Xo1OWDj_52vbwGNgvQO2VzMc",
"n":   "spvQcXWqYrMcvcqQmfSMYnbUC8U03Yct[redacted]",
"e":   "AQAB",
"x5c": ["MIIDBTCCAe2gAwIBAgIQHsetP+[redacted]" ]

}



• Obtain Primary Refresh Token (PRT)

• Signed with device certificate private key

• Obtain access tokens with PRT

• Signed with key derived from session key bound to PRT

• Sending keys to Azure AD

• Signed with key derived from session key bound to PRT

Other JWS uses with Azure AD



• Long-lived refresh token (14 90 days)

• Updated using the device certificate

• Used to (automatically) retrieve access/refresh tokens for Azure 

AD & Office 365 services

• Access tokens contain the device claim!

Primary Refresh Token (PRT)

https://aadinternals.com/post/prt/

https://aadinternals.com/post/prt/


• Check the content of JWS token

• https://jwt.ms/

• Read-AADIntAccessToken

• What claims you see?

• List the available signature public keys

Exercise

https://jwt.ms/


• Used in Azure AD to return keys and encrypted data

• Five parts

• JOSE Header

• Encrypted key

• Initialization vector

• Ciphertext

• Authentication Tag

JSON Web Encryption (JWE)

B64(UTF8(JOSE Header)) B64(Encrypted Key)
. .

https://www.rfc-editor.org/rfc/rfc7516.html

B64(IV)
.

B64(Ciphertext)
.

B64(Auth Tag)

https://www.rfc-editor.org/rfc/rfc7516.html


How to decrypt the JWE

https://roycornelissen.wordpress.com/2016/10/13/decrypting-json-web-encrypted-tokens-in-pcl/

https://roycornelissen.wordpress.com/2016/10/13/decrypting-json-web-encrypted-tokens-in-pcl/


• Did you see any JWEs?

• What was then encryption algorithm enc?

• What was the key wrapping algorithm alg?

Exercise



JWE encryption/decryption

• Microsoft is not following the standard (surprise!)

• A256CBC is used always regardless of the enc claim



Azure AD Token types



Token types 1/2

Token Standard Purpose Lifetime

id_token OpenID Connect User identification 1 h

access_token OAuth2 User (identification and) authorization 1 h

refresh_token OAuth2 For requesting new access_token Not limited, must be used once in 

90 days

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-configurable-token-lifetimes

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-configurable-token-lifetimes


Token types 2/5

Token JWT type Can be revoked?

id_token JSON Web Signature (JWS) No

access_token JSON Web Signature (JWS) No

refresh_token JSON Web Encryption (JWE)* Yes

* Encrypted with a key known only by Microsoft



Refresh tokens

• Used for acquiring new access and id tokens

• OAuth Security guardrails:

• Must be bound to the client it was issued1,2

• Must be bound to the scope and resource server 

consented by resource owner3

• Azure AD implementation:

• Allows different scopes!

• FOCI..
1.https://datatracker.ietf.org/doc/html/rfc6749#section-6
2.https://datatracker.ietf.org/doc/html/rfc6819.html#section-5.2.2.2
3.https://datatracker.ietf.org/doc/html/draft-ietf-oauth-security-topics

https://datatracker.ietf.org/doc/html/rfc6749#section-6
https://datatracker.ietf.org/doc/html/rfc6819.html#section-5.2.2.2
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-security-topics


• Get access tokens using different methods

• ROPC

$at = Get-AADIntAccessTokenForMSGraph –Credentials (Get-Credential)

• Interactive

$at = Get-AADIntAccessTokenForMSGraph

• Device code flow

$at = Get-AADIntAccessTokenForMSGraph –UseDeviceCode

• Refresh token (use same clientid and resource)

$at = Get-AADIntAccessTokenWithRefreshToken -RefreshToken xx

Exercise



• Why so many different methods to get access tokens?

• What token types was returned?

Questions



What’s inside a refresh 
token?



• Encrypted using public key

• Decrypted using private key 

• Keys are known only by Microsoft

• We don’t know what is inside (Azure AD) refresh token

• We know what is inside AD FS refresh token

Encrypting / decrypting refresh token



Anatomy of AD FS Refresh Token

• “B64(<token blob>).B64(<signature blob>)”

mrIMt6aWUfGtHWEgvUf7TV_Eaihw1RzvlSED48sQgAIAAQAALAvRoixv3PtA1PB9_yh6NAzaER8lWjLLSDVcrfZRJMQUi6JT9Izsi8w6GagSKcf7AoH2Qjo
2UrF32yme2sCH_cMLaNJSZj1vP2Pt20OCJd21eTmXbww1zK17JU3cuc4Em6bIVpDTTn1DBWt0KfQ78WYObd4xurEzwIia0_KnbESlli9Zs_IxnA66evdbjW
c1Hr6uMCh7noWGoNDKMaKdo3fn-M9Yq4KJL6rkznih-DZmcToJSbeImX7h1XJQ43LuZGczH h1HBTwfYg94zIlUqv0sUe9cZwOT8RXKuPWMQY8yf8fvH7kF 
bYe6mG-9dVA6vx9GumkyHOTnSZEtZcw2rAFAACgC5qHzHVw14gS5GJz3DHPd6Ghsa-5n69lPLiQWRBBcpxauow57s1VPSEFRHzWyLpqvsBFfIH5h1DB5YCs 
SagEpXqWakjbYY38Lv2Eh1V2glTaOtGCNYlAzU10W_L9YQUQAN-Pr43mrGkuuTXLfpa0dtez2TuyD0DHpiElNGdpQS5yHyu8tnjc5kzAQ3q4fhBEvRdZVcw 
x5tTdb31VZwfHYIBWNIOVUR ldxn3CSoWT-yQr2-CPnpiZuMAGHXwPvctqQfLQ9E_D4lLShreB8YslbkCZhEjSOfe9oxaZlxAXsVnhgklU3dLIi6pwlN-Me 
d8ePkYZ7HBy1MT247itCTwLgA_MTioqWRaMWweu55o8_SmVMyevexmbTRqCb2IXkuC0pvEXdq_zIltC2QK2Qa1tT6bp9Tg1Rdkldsbm-O4UxpvHXWnjETvJ 
E0hQr-GRmfO2OmeZD_VsZ39kj5GSMYbRSV_LAx5ihCVYxURe4HdhU-SX9Fw6h8_8XgvJLhlZLS1HXi01Vm4A_REsUqXoNKIMhIH12zAJmfmTKlgPNQBKpVS 
NjMf5iGgbhpcu29oyjkKETBDhUi7wJeWygiWQi7cJGso2hdN8lyvBmkGY_70JECKbF8lJby2YTXALA-sILE0-VzhOUXngad6l4GchZXjHyzImV6m2OViIYr 
KnQwxgL4gPsL4cKZIebdnEfWQS7kcbslcl5GTO3Dc50DAHPki4ThEX9UPTCBWWP91VfRIMuTg1MrI8ve02p9bVL055Rm44nFcTCPsy8GolIsP_LgfGFaIpS
xhyT4Q-Ml2ebsK9gAMIZ9zSlXPM3SxTVTwp4XGLTbmXAo__ yEaP8h6UVZpc5i9r5dkQChIA0Bpgs-8N_UUJ6ioT1YngjJ_zsU_h82nV-FwxkVez1npzDL3 
Ie_HzTrlPZgtN1bRAkMj2Qj4-UtI6GR1 C0W-v5U6_pWE_5QHaXc0zLiLN0GUdPAD87JK-qfjzrsiq3ntqw2ohTYiwmrjVfaA7-JLrzWBjTHgoGHaDHFQHL 
XBESHtXu1jRkEVL3k Z1e6tuyIwIlUlTTXsVXE-bszT64ArzGpQuBOEk_R7-Jx17NBAyz2CFEVQ-Eh49SLx6KMriSrVDQI-Uu_WsdvYsRZTGu-t19mMfs5z 
ehewIPpn4892ErZFHqbCf-loRWJjAHhcX5qYFifsORBY53xFsf3vZu6ACGh6Arh2qtrPyLg1hyGYI73U2oa41u7emmLB9vjxpPoky0ZKcqkyifW89OBbh6N 
_yc0qvLVtT1eW9D62eD2K7Fda5-Tl24NTitUNMGRooh9Dufe1ZdC7JPpTxrGbCII0gkMp3DgZs9_skY1B78cOchDRgJgsZZA6sxtE5mRCYlXf3KDGhgn1ps 
fcprXd009-VacFyJS3ewi8MtS-AjMQuLci4t204tpc1HndP6Bgi4LdvDcCvn71Y87gjKeTfWdDMleMrWsCXrq82EcOX4_BACgqgIbCRMw45xJlfnax8P4Qj 
VFMZkGg9UKRne8STfBCTRWoumpdzIm28YOZeDol6SZFbH4DlW9Y4So2nI0rKao5Blxw1KbDD6zZMOyolJW1fEH9terrckk77EgKp_ykfRn_st1aEqXGQSJH
eeWVPdtwEkotPkw4MReFpVLcdBUEpVDMF3kPh4rYQcB1wpuYJd7kRlJZdX2BFFA8DAv2QeM85NGIxpXq8HoqxJzvA-UGr1PAYQ3AFU4QC5SxUdoff-pN4w2 
aL-pCnnI1IlUc_nsN1qF7aUvJogi54WGQCja5zB7jrx9Zlu9AS6LjgLSNHcBkjBy0iOBizcfltoi8fsWPT28HSOTGtPL5TGShYJK3tRaD1F9DpByMZxfOL8 
Dj3JLFiKIKG8y9vdSDhKemrEAJb8TdKLiJacbSImeyXJHsNwgwZP2znGRsszj2WLcDPzh5J7Ft3hOaQ.eoD1EkKRjPMilFXw-xw9-4sMAcsny5xUuVm7MJa 
EBz_YyNAlp4homz1Q-vfo-KJtWpYc1aHq0ZGH2wUzsi2i0Uvfa8EX44ugg9GbUbOMHwJb9Rz8RXE6uVtKWR4n3UJQ3HT0qL_GvU-MLTF0q7c50zJAVu3Jmc 
zC3FV4rd_khdrHIpCsiRlLpMxNueNzR9y7DM5hydIbf9fmfm_ekOSKsH_kEDEQ-Dg9AuDQHYpGDumPQH-QUsBfA1wq3DTgs5qpbeKmcpTyssbkgOAJEhDSl 
7bLflSb6UfEWrctWf_rabcSzoEwANIXwfnlj_G8UOQNsHQz1hUYan4vZn2OlQJAaw

Token blob:

Token Encryption certificate hash

Random encryption key

Random IV

Encrypted refresh token

Signature blob

Token Signing certificate PK



Anatomy of Token blob Token Encryption certificate 

SHA256 hash (32 bytes)

Size of encrypted 

Key+IV blob (4 bytes)

Encrypted Key + IV blob (256 bytes).

Encrypted w/ Token Encryption 

certificate PBK.

Size of encrypted token 

(4 bytes)

Encrypted token (variable size).

Encrypted w/ random key+IV.

Rijndael, CBC, PKCS7



Refresh Token



Single-Sign-On Token Encoded session token

Deflated Binary XML



Session Token



Session Token claims
Required!

The claim the value refers 

to must be present to get 

ID token

MFA bypass? 😈



FOCI



Terminology

• Family of Client Ids (FOCI) 

• Group of Microsoft first-party apps*

• Family Refresh Token (FRT)

• Refresh token for FOCI access tokens

*https://github.com/secureworks/family-of-client-ids-research/blob/main/known-foci-clients.csv

https://github.com/secureworks/family-of-client-ids-research/blob/main/known-foci-clients.csv


Behaviour

• Any FRT can be exchanged to access token of any FOCI client 

and resource

• Violates all possible OAuth guardrails..



• Get access tokens for Teams

Get-AADIntAccessTokenForTeams -SaveToCache

• Run recon function

$recon = Invoke-AADIntReconAsInsider -Verbose

• Questions:

• How to recognize FOCI tokens?

• Did you find the token exchange with Teams refresh token?

Exercise



Attack scenarios



• Phishing

• Man-in-the-middle (MITM) / adversary in-the-middle (AITM)

• Device Code

• Token theft

• Steal from a browser

• PRT

• Spoofing proof-of-identity

• SAML tokens (federated identity)

• Kerberos tickets (Seamless SSO)

• Device certificates

Attack scenarios



Thank you! 

Questions?
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